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Microsoft development technologies Expert «
Java-based and Internet platforms Expert
Software Engineer - (PHP/Laravel) developer «
Full Stack Developer - MEAN «

Software Engineer - Frontend

Software Architect «

Software Engineer - Mobile Backend
Software Engineer - Mobile Applications
Software Architect - Mobile

System Analyst «

Technical PM / Scrum Master »

Software Tester/ QA

Identity and Access Management Specialist
Content Management Solutions (CMS) specialists «
Microservice specialists o

Hybrid mobile technologies Expert

33l s (Suo paond [ padiunall anslg .2
Web UI/UX Designer
Mobile UI/UX Designer e

Graphic Designers

I Game Development, Animation, and Motion Graphics
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-

MS Certified Solutions Expert: Cloud Platform
DevOps Engineer -

Cybersecurity DevSecOps Consultant «

wildoll Lialysallg Jlasl cl43 4
Business intelligence and visualization specialist
Business intelligence Administrator
Data Scientist Expert
Microsoft Bl and Reporting Support Specialist «
Artificial Intelligence Specialist «

Machine learning Specialist «
IOT Specialist «

MS SQL culily ds<l5 jughig 3151 .5

Database Specialist «
Data ETL Specialist
NoSQL Document DB Developer

SharePoint .6

MS Productivity Solutions Expert: Developer
MS Productivity Solutions Expert: Administrator
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Project Manager/Agile Project Leader
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Cybersecurity DevSecOps Consultant «

Information Security Specialist «

Gloglmall Linglgidil awiaill axidl 11

Infrastructure Automation Expert
Enterprise Monitoring Administrator
Cloud Administrator AWS GCP «
Virtualization Administrator e
Platform Administrator e

Web Windows Administrator

esall 12
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Gdlnidl 13
Communications Consultant  «

Service Desk for Conferences Agent

Remote Event Coordinator
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UNRWA ITSC Digital Competencies

UNRWA IT Service Centre Digital Competencies

Expertise Domain

i Core technical requirements (not limited to)
Role Title

Expertise Domain: Software Engineering & Development

A01 Microsoft develop- Windows Server, Microsoft .NET (C#), Entity Framework, DevExpress, MVC, Internet In-
ment technologies formation Services, Webservices (REST/SOAP), XML/JSON, MS SQL Server (Relational
Expert modeling and Query writing/optimization), Active Directory, Oauth, SAML, Code Man-
agement (Team Foundation Server, Git, Subversion), Jira, Build & Deployment Manage-
ment (MS Azure DevOps)

A02 |]Java-based and Inter- | Java and J2EE, Spring framework, Java Server Faces (JSF), knowledge of SQL and NOSQL
net platforms Expert | databases, Knowledge of SOAP and RESTful Web Services development, ActiveMQ ,

WebSphere.
A03 [ Software Engineer PHP, frameworks (Laravel), developing and consuming RESTful services, JS frameworks
— (PHP/Laravel) (Angular, lonic), HTML, CSS, JavaScript, Material Design and responsive design, Docker
developer containers, Cl/CD pipelines implementation, AWS and Azure Cloud Services.

A04 | Full Stack Developer [ Node.js, Express JS application framework, Angular framework, HTML, CSS and respon-
— MEAN sive design, MongoDB database development, MEAN (MongoDB, Express JS, Angular and
Node JS) applications development, GIT, NoSQL Document type databases (MongoDB,
CouchDB, Couchbase), Code Management (Subversion, Git), Build & Deployment Man-
agement (MS Azure DevOps)




A05

Expertise Domain
Role Title

Software Engineer -

Frontend

Core technical requirements (not limited to)

HTMLS5, Bootstrap, CSS (SASS), Jquery, Angular|S 1.5+, 2.0, Express.JS, Webservices (XML/
JSON), Telerik KendoUI, Code Management (Team Foundation Server, Git, Subversion),
Jira, Build & Deployment Management (Jenkins / Octopus etc.), D3.js

A06

Software Architect

Backend + Frontend domain experience (A01-A03 and AO5), former Senior Developer.
Strong system design skills (e.g., scalability, security, standards), Continuous Integration,
MVC, Microservices, REST, SOA, Enterprise Data/App Integration (ESB), GLB, DR, CDN,
AWS, Azure.

A07

Software Engineer -
Mobile Backend

Mobile Backend-as-a-Service (BAAS) frameworks (e.g. Usergrid) and/or MEAN-stack or
NET Webservices on SQL back-end for custom mobile application backend develop-
ment, Code Management (Subversion, Git), Build & Deployment Management (MS Azure
DevOps)

A08

Software Engineer -

Mobile Applications

Kotlin & Swift (I0S/Android) and HTMLS5 Hybrid applications (e.g. PhoneGAP, lonic, Tita-
nium, Onsen, ReactNative), Couchbase Lite, SQLite, API's, Synchronization Services, Code

Management (Subversion, Git), Build & Deployment Management (MS Azure DevOps)

A09

Software Architect -
Mobile

Backend + Frontend domain experience (A06/A07), former Senior Developer.

Strong system design skills (e.g. scalability, security, standards), Continuous Integration

A10

System Analyst

Strong technology affiliation, able to produce technical requirement documentation, sys-
tem design diagrams, integrate front-end/back-end/external systems and advice on in-

dustry standard implementation, configurations, integrations, security, performance, etc.

A1

Technical PM / Scrum
Master

Broad technology affiliation and experience in skillsets mentioned under A01/A02/A05/
A06/A07. Create and maintain WBS and/or Product Backlog. Create and maintain Proj-
ect Plan and/or Sprint Planning. Manages team of analysts, engineers and testers, reports

weekly progress and manages escalations.

A12

Software Tester/ QA

Review solution against requirements, write integration test-scripts, write test—pIans, esti-
mate test-cycle times and resources needs, execute test-plans and register results in test-
log. Prioritize bugs and drive resolutions with software engineers. Support preparation of

UAT and supports end-users in UAT test-cycles.




Expertise Domain
Role Title

Core technical requirements (not limited to)

A13 | Identity and Access Design, build, implementation, and delivery of scalable identity solutions, implementing
Management Spe- information security standards & methodologies on multiple identity solutions uniform-
cialist ly, RBAC, SAML, AD, LDAP, account lifecycle management, user provisioning and self-ser-

vice; account creation and management; entitlement review and certification; entitlement
management; enterprise directory architecture and design; role-based access control; sin-
gle sign-on; identity federation; privileged user access management; multifactor authen-
tication.

A14 | Content Manage- Design, build, implementation, and delivery of CMS platforms (WordPress, Drupal), cus-
ment Solutions tom plugins, custom themes, APIs, SEO experience.

(CMS) specialists
A15 | Microservice special- | Strong understanding of microservice architecture. Experience supporting and/or imple-
ists menting complex integration projects, with knowledge of RESTful API services, Spring,
Spring Boot, REST, JSON, Micro Services MongoDB, Apache Kafka, and Kubernetes,
Worked in Agile framework.
A16 [ Hybrid mobile tech- [ Experience developing hybrid mobile applications, with lonic, Angular, CSS, HTML 5, Ja-

nologies Expert

vaScript and other broadly used Web development technologies, Delivered hybrid mo-
bile applications that work on both Android and 10S using these technologies, Experi-
ence with node.js, Karma, Jasmine, Protractor, Extensive knowledge of mobile APls and
Ul standard, web client-side experience — JavaScript, MVWM/MVC Framework (Angular,

Knockout, etc.).

Expertise Domain: User Interface/Experience Design

BO1 | Web Ul/UX Designer | Adobe XD, Adobe Photoshop / Illustrator, Sketch, Prototyping for Web Applications, Por-
tals, Websites. Ideally includes skillsets of AO2
B02 Mobile UI/UX De- Adobe Photoshop / lllustrator, Sketch, Prototyping for I0S/Android Phone/Tablet. Ideally
signer includes skillsets of AO7
B03 Graphic Designers Strong knowledge ofgraphic designing, Familiarity with design software and technologies

(such as InDesign, lllustrator, Dreamweaver, Photoshop), Conceptualize visuals based on

requirements, Develop illustrations, logos and other designs using software or by hand.




Expertise Domain

) Core technical requirements (not limited to)
Role Title

B04 Game Development, | Motion Designer, Video Compositing, 2D/3D Animation, Video Editing / Integration, 3D
Animation, and Mo- | modelling, Immersive technologies, Coding for games.

tion Graphics Experience in using tools such as Adobe After Effects , Maxon Cinema 4D Studio, Adobe
Photoshop, Adobe Illustrator, Adobe Premiere Pro, Trapcode Suite, Video Copilot Element
3D.

Expertise Domain: Cloud Development / Architecture

co1 MS Certified Solu- Microsoft certified architect in designing/implementing Azure cloud solutions with a fo-
tions Expert: Cloud cus on the following combination or part of Azure services:
Platform App Services, SQL Databases, Storage, Cloud Services, Service Fabric, Multi-factor au-

thentication, data factory, service bus, event hubs, application gateway, web apps, mobile

apps, APl apps, API's, Container Service, DevOps

C02 | DevOps Engineer developing the automation scripts for the creation of projects using Atlassian tools and
Azure DevOps, pipeline creation for Cl & CD in Bitbucket, Bamboo, and Azure DevOps,
scripts to create Containers and deploy the applications to the containers, Integrates the
components (Application/Test script Build & deploy) to the pipeline, experience in lan-
guages: Application performance monitoring tools like New Relic, Docker, Kubernetes,

Cl/CD tools, like Bitbucket, Bamboo, Azure DevOps , API manager.

C03 [ Cybersecurity Solve security problems, Identify and promote security champions inside developers’
DevSecOps Consul- team, Integrate security into the CI/CD pipelines and on all other SDLC phases, back-
tant ground in deploying secure solution, background in deploying secure solution. APl Secu-

rity, AWS Cloud Security and Azure DevOps. Certificate Management, Encryption, Pene-
tration Testing, Vulnerability Scanning, Security and Monitoring tool. DevSecOps security

controls and best practices.




D01

Expertise Domain
Role Title

Business intelligence
and visualization

specialist

Core technical requirements (not limited to)

Expertise Domain: Business Intelligence & Geospatial

Requirement analysis, fact/dimension modeling, report and dashboard development,
statistical analysis desirable. Skilled in designing interactive and captivating reports and
dashboards

D02

Business intelligence

Administrator

Requirement analysis, fact/dimension modeling, server administration, server operations
(on-prem / on cloud), troubleshooting and support experience. Statistical Analysis is de-

sirable

D03

Data Scientist Expert

Provide Extraction, Transformation, and Load (ETL) experience coupled with enterprise
search capabilities to solve Big Data challenges. o Design and implement high-volume
dataingestion and streaming pipelines using Open Source frameworks like Apache Spark,
Flink, Nifi, and Kafka on AWS Cloud.

Monitor and troubleshoot performance issues on the enterprise data pipelines and the
data lake.

D3js, Plotly,leafletjs, mapboxjs, knowledge of R or Python programming languages, Tab-
leau and PowerBI, advanced DB knowledge, complex queries from different data sources
(including SQL and NoSq| databases).

D04

Microsoft Bl and
Reporting Support

Specialist

Design and development of new Power Bl reports and dashboards, Analyze requirements
and develop visualizations and reporting solutions. Determine the optimal way to devel-
op the solution to ensure reports are rendering efficiently, Develop and publish reports

with the correct format for deployment across all environments,

D05

Artificial Intelligence

Specialist

Responsible for developing, programming and training the complex networks of algo-
rithms that make up Al so that they can function like a human brain. This role requires
combined expertise in software development, programming, data science and data en-

gineering.




Expertise Domain

Core technical requirements (not limited to)

Role Title
D06 | Machine learning Design machine learning systems. Study and transform data science prototypes, Research
Specialist and implement appropriate ML algorithms and tools, Develop machine learning appli-
cations according to requirements. Select appropriate datasets and data representation
methods. Run machine learning tests and experiments. Train and retrain systems when
necessary.
D07 | 10T Specialist Expert understanding of the Linux OS, process management, device management and
connectivity, understanding of JavaScript and Node.js, understanding of loT architecture
and principles, MEAN stack development.

Expertise Domain: MS SQL Database Admin & Development

EO1 Database Specialist Implement database objects, programming objects, design database objects, optimize
and troubleshoot queries, installing and administering SQL Server.
E02 Data ETL Specialist Designs data transformation flows, data loading, integration with external tools/data

sources. Experienced in troubleshooting and operational tasks of managing scheduled
ETL
Design multi-dimension data and facts, create, process and maintains large data sets in

logical cubes for analysis. Expertin MDX queries and expressions

Expertise Domain: Other Database Admin & Development

NoSQL Document DB

Developer

Install, configure and maintain one of following possible NoSQL Document DB solutions;

MongoDB, CouchDB, Couchbase. Design and develop relevant data schemas for applica-

tions in collaboration with application developers.

Expertise Domain: SharePoint

GO1 | MS Productivity Design, develop, deploy SharePoint solutions Web Parts, workspaces, team sites. Config-
Solutions Expert: ure custom user and group permissions. Expert in HTML, JavaScript and SharePoint APls.
Developer Experienced in creating custom PowerShell deployment scripts.

GO02 | MS Productivity Solu- [ Manage installations of SharePoint server, site collection administration, configuration,

tions Expert: Admin-

istrator

maintenance and ongoing server operations. Performance monitoring, patching and up-

grade SharePoint.
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Expertise Domain
Role Title

Business / Functional

Analyst

Core technical requirements (not limited to)

Expertise Domain: Business Analysis

Business Requirement gathering, strong technology affiliation, ability for process map-
ping, use case diagrams, functional/technical requirement documentation, creation of

product backlog/user stories for Agile projects.

Project Manager/Ag-

ile Project Leader

Network Adminis-

trator

Expertise Domain: Project Management

Agile project management, Prince2, PMP, Agile/SCRUM, Essential unified Process (Es-
sUP), Dynamic Systems Development Method (DSDM), Agile Unified Process (AUP)
Open Unified Process (OpenUP), Scrum, Extreme Programming (XP), velocity tracking ,
Feature Driven Development (FDD, Atlassian, (Confluence, Jira, Bitbucket), MS TFS and

Azure DevOps

|

Expertise Domain: Networks

Provide on-going support at the T2 to Network environment and related services, par-
ticipate in the automation projects, testing and deployment of Network and underlying
services, and solutions, Managing and maintaining Network standard configurations and
enhancements, installation

and upgrade as well as assisting with the resolution of incidents and problems and fulfils

users request.

K Expertise Domain: Cyber Security

Specialist

K01 Cybersecurity Solve security problems, Identify and promote security champions inside developers’
DevSecOps Consul- team, integrate security into the CI/CD pipelines and on all other SDLC phases, back-
tant ground in deploying secure solution, background in deploying secure solution. APl Secu-

rity, AWS Cloud Security and Azure DevOps. Certificate Management, Encryption, Pene-
tration Testing, Vulnerability Scanning, Security and Monitoring tool. DevSecOps security
controls and best practices.

K02 | Information Security | Analyze existing security systems and make recommendations for changes or improve-

ments, Prepare reports and action plans in the event that a security breech does occur, Or-
ganize and conduct tests and “ethical hacks” of the existing security architecture, Monitor
the network and provide early warning of abnormalities or problems, Upgrade systems
regularly to remain competitive in the field of security, Communicate the system status

and keep users informed of downtime or changes to the system.




Expertise Domain
Role Title

Infrastructure Auto-

mation Expert

Core technical requirements (not limited to)

Expertise Domain: Infrastructure

Design and develop Ansible playbooks for automating end-to-end processes, Automate
Storage tasks in Ansible to: Manage the lifecycle of luns (SAN), Manage the lifecycle of
share (NAS), Patching.

Automate Network related tasks in Ansible such as: VLAN provisioning and configura-
tion, Firewall rules configuration o Switch configuration, Load balancer configuration.
Automate Application and Database tasks in Ansible such as: Installing, stopping and
starting, Configuring o Hardening, Patching.

Automate OS/Server (Linux and Windows) tasks in Ansible such as: Configuring, Hard-
ening, Patching.

Working with Ansible Vault to encrypt sensitive data, Manage Credentials in Ansible AWX

Create CI/CD with best practices for fully automated integration, deployment and testing.

L02

Enterprise Monitor-

ing Administrator

Develop and maintain a web interface for the different monitoring tools, such as SCOM,
Nagios and HP

NNMi; Administer the monitoring infrastructure, ensuring that it is stable, up to date, well
designed, properly

tuned and properly maintained; Create relevant statistics for the several monitoring tools;
Implement NNMi, Nagios and other monitoring tools.

Knowledge of Active Directory Domain Services, SharePoint, SQL, Exchange, Skype for
Business, Apache, Network devices, Lotus Domino, ISC DHCP, BIND, SNMP, Oracle data-

bases, Windows Server and Linux operating systems.

LO3

Cloud Administrator
AWS GCP

Design, build, implementation, and delivery of scalable AWS and GCP solutions, with a
focus

on laaSand Paa$; Execute assessment, migration and implementation plans to deploy AWS
infrastructures and move workloads to AWS using native AWS migration or third-party
tools. Knowledge of Public Cloud technologies, i.e. GCP and AWS. Proficient on core laaA
and PaaS AWS and GCP services, System Administration and operating systems (Linux/
Windows), Open Source RDBMS - MySQL, MariaDB, PostgreSQL, cloud-based metering
and monitoring tools. Knowledge of container architectures and deployments in cloud
environments (Docker, Kubernetes, etc.). Experience in Scripting with Python, Bash, Go

or similar languages and source code control like Git.




L04 | Virtualization Admin- | Performs installations and maintenance of VMware ESXi, Microsoft Hypervisor, and
istrator OVM/OLVM, host virtualization, connectivity, performance, troubleshooting.

Supports the daily monitoring, reporting, alerting, and troubleshooting of complex vir-
tualization environments. Creates and maintains detailed technical and graphical docu-
mentation as needed.

Develops/updates tools and scripts to improve and automate the administration of the
virtualization operation shell scripting and automation tools (PowerShell, Perl, Bash, Py-
thon, Ansible...)

LO5 Platform Adminis- Windows Server patching technologies as well as best practices using WSUS, SCCM and
trator SCOM monitoring, Active Directory, GPO, FSMO roles, DNS, DHCP, Knowledge of Linux
systems (Red Hat, Oracle Enterprise Linux, CentOS), Linux service (Apache, MySQL, SMB,

postfix), PowerShell scripting, reporting and monitoring tools, networking protocols.

LO6 Web Windows Ad- Install, configure, and support Web services based on Microsoft technology, provide ar-
ministrator chitecture; support to solutions in public Clouds (Azure, Amazon), Provides day-to-day
operational support and maintenance of Web infrastructures and applications including

user service requests and service restorations.

M Expertise Domain: Service Desk

MO01 | Technical Support Logging of support requests and event generated incidents in the CRM system and fol-
Specialist low-up throughout the incident life cycle. Analyzing and resolving incidents according to
established operational procedures. Escalating incidents when necessary and identifying
and employing measures to prevent reoccurrence. Managing support requests until clo-
sure. Monitoring of the ICT infrastructure using various monitoring technologies. Inform-
ing customers of outages, known errors and resolution progress. Assisting in developing

or improving technical service policies or technical documentation.

Expertise Domain: Communications

NO02 | Communications Assist with social media, standards, and communications as a service, Support building
Consultant templates, posters, presentations, and communications products. Initiate and implement-
ing awareness raising and public information strategies and campaigns, Ensure that com-
munication and visibility activities are effectively monitored, and that impact is properly

evaluated.




NO3 | Service Desk for Con- | Provide support for virtual online conferences/webinars, assist in the technical training
ferences Agent related applications to participants. Assist with assisting and guiding participants in IT re-
lated best practices. Provide informative material to participants in the required languag-

es. Configure the virtual room based on the needs of each meeting.

N04 | Remote Event Coor- | Take full responsibility of the management of single and/or multiple events since the
dinator need is received by the organization until it is completed. Elaborate event proposals
based on client requirements. Assess customer needs to provide appropriate platform
and configuration recommendations for a successful event. Provide advice for efficient
planning, preparation, and execution of events. Create an event plan for each individual
event, identifying sponsor and stakeholders assigning responsibilities and deadlines, and
ensuring adherence.

Support remote conferences and assist the presenters and attendees during the event.
Support audio and video setup, during the remote events. Perform the role of remote
moderator if required.

Coordinate with all stakeholders to manage the delivery of key event related elements;
Ensure effective communication by leading planning calls and meetings to track status of
deliverables and ensure timely and efficient execution of all tasks for events; Liaise with

external suppliers to ensure delivery of contracted services and effective and efficient ex-

ecution of all logistics for events.
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